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(54) Improved channel interfaces for computer input/output channels. 



A multi-path channel interface for computer 
input-output systems includes the ability to de- 
fine and activate unbalanced groups of un- 
idirectional communications sub-channels for a 
user application. Protocol independent 
exchange identifications permit not only unba- 
lanced transmission groups but also allow 
user-controlled extensions for negotiating the 
values of transmission parameters at the time 
the transmission group is activated. When error 
correcting re-transmissions force the re-seg- 
menting of data blocks, second level sub- 
segment indexing assure the proper order of 
delivery of the various segments and sub- 
segments. The exchange identifications include 
an identification of the user protocol being 
supported and thus permit interfacing with any 
user protocol. 
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Technical Field 

This invention relates to data transfer mecha- 
nisms and, more particularly to multi-channel, user 
transparent, unbalanced, dynamically alterable com- 
puter input and output channels. 

Background of the Invention 

Mainframe computer systems such as the IBM 
S/390 exchange data between input/output devices 
and main storage by I/O operations collectively 
known as the channel subsystem. The I/O devices 
and their control units attach to the channel subsys- 
tem. The channel subsystem is a combination of hard- 
ware and software which directs the flow of informa- 
tion between the control units of the I/O devices and 
main storage to relieve the computer Central Proc- 
essing Unit (CPU) of the task of communicating with 
the I/O devices. Input and output processing can 
therefore take place concurrently with normal data 
processing in the CPU. I/O processing includes path 
management, testing paths for availability, choosing 
an available channel path and initiating and terminat- 
ing the'execution of I/O operations with the I/O de- 
vice. A control unit is a mechanism for converting the 
characteristics of a particular I/O device to the stan- 
dard forms used by the channel subsystem. 

!n accordance with prior art input-output opera- 
tions, a sub-channel is provided for and dedicated to 
each I/O device accessible to the channel subsystem. 

Such sub-channels are logical rather than physi- 
cal transmission paths and are defined in terms of the 
specific requirements of the associated I/O device. 
The number of such sub-channels is limited only by 
address sizes recognized by the computer system. 
Thus, in accordance with prior art input-output oper- 
ations, I/O devices are attached to the channel sub- 
system by means of logical sub-channels derived on 
the physical transmission media (called channel 
paths) and activated when I/O operations are re- 
quired. Logical sub-channels are defined as trans- 
mission facilities for varying sized data packet 
lengths ranging from zero to 32 kilobytes in four kilo- 
byte steps. I/O control units are attached to the chan- 
nel subsystem by one or more of such logical sub- 
channels and an I/O device can be served by one or 
more control units. Most I/O devices are designed to 
transfer data at only one specific rate and must be 
served by a logical sub-channel equaling or exceed- 
ing this device rate. Although the physical transmis- 
sion media can be operated in half or full duplex 
mode, logical sub-channels have, for simplicity, nev- 
ertheless been defined for both directions of trans- 
mission to support both input and output. The prior art 
provided only for logical transmission sub-channels 
which are equal, balanced and symmetrical for both 
directions of transmission. Devices were assigned 



unique sub-channels during their installation and 
communication over that sub-channel conformed to 
the communication protocols defined for that type of 
I/O device. Note that all sub-channels in the prior art 
5 are pre-defined for a particular I/O destination, are 
balanced, and are merely activated when the system 
requests I/O. A great deal of computer input and out- 
put programming exists using the protocols described 
above. 

10 The number of logical sub-channels in such a 

system is independent of the number of channel 
paths; the same I/O device can be accessed by a 
number of different channel paths, represented by a 
single logical sub-channel. The logical sub-channel 

is maintains the main store addresses where the data is 
to be read or written, a count of the data transferred, 
the identity of the destination and storage for status 
information about the connected I/O device. This sta- 
tus information is accessible by programmed proc- 

20 esses. Historically, logical sub-channels were derived 
over multi-conductor cables with bits transferred in 
parallel over different copper conductors (byte multi- 
plex mode). Such cables were limited in length (30-50 
meters) and bandwidth (1 .5-4.5Mb/s) and much exist- 

25 ing I/O programming is adapted to these limitations. 
This older type of transmission medium is know as 
the parallel I/O interface and is further described in 
"IBM System/360 and System/370 I/O Interface 
Channel to Control Unit OEMI (Original Equipment 

30 Manufacturer Interface)," IBM System Library docu- 
ment GA22-6974. available from the IBM Corpora- 
tion. 

More recently, new optical fiber media have be- 
come available for interconnecting mainframes with 

35 I/O devices. This is a serial I/O interface for the chan- 
nel subsystem, has a bandwidth of at least 20 
Mbytes/s and can be extended by many kilometers 
(50-60 kilometers) by RCE repeaters (Remote Chan- 
nel Extenders). 

40 One type of serial interface channel path is 

known as an ESCON (Enterprise System Connectiv- 
ity) channel and is further described in "IBM Enter- 
prise Systems Architecture/390 ESCON I/O Inter- 
face," IBM System Library Document SA22-7202, 

45 also available from the IBM Corporation. The ESCON 
serial I/O interface utilizes bursts of serial bit packets 
(burst mode) and presents problems to the standard 
I/O sub-channel system due to the higher capacity 
bandwidth, the delay latency inherent in the longer 

so distances covered by the medium, system integrity 
(assuring matching logical assignments at both ends 
of the medium), and synchronization problems arising 
from these changing physical parameters. 

One basic problem, then, in the channel subsys- 

55 tern is the inflexibility in defining and activating sub- 
channels. In modern applications such as Systems 
Network Architecture (SNA) and Advanced Peer-to- 
Peer Networks (APPN), greater flexibility is desir- 
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able, adapting to both byte multiplex and burst mode 
transmission paths in such a fashion as to be trans- 
parent to the existing user applications designed 
when only the byte multiplex mode was available. In 
addition, the possibility of breaking long data streams 
into segments for transmission over different logical 
sub-channels which might be implemented over dif- 
ferent channel paths increases the sequencing prob- 
lem, particularly in the face of channel path failures. 
Moreover, some degree of dynamic control over the 
parameters of I/O sub-channels is useful, and some- 
times necessary, in advanced systems such as SNA 
and APPN. For example, users may need to negotiate 
such things as receiver buffer size or maximum trans- 
mission link capacity available. Finally, many modern 
devices and systems do not require balanced trans- 
mission channels having the same capacity in both di- 
rections since many multimedia applications involve 
minor control activities to control very wide broad- 
band multimedia signals. 

More particularly, it has been common in the past 
to provide for I/O devices comprising simple devices 
such as printers, magnetic tape units, magnetic disk 
units, terminals and sub-channels of other data proc- 
essing "systems. Today, however, such computers 
communicate with devices at great geographical dis- 
tances connected by long transmission systems 
which might include local or wide area networks. 
Such interconnected systems have different require- 
ments than simpler I/O devices. In particular, as not- 
ed above, services such as multimedia distribution 
require heavily unbalanced transmission capabilities 
for the two opposite directions of transmission. In ad- 
dition, it is not always possible to have predetermined 
knowledge of the facilities available at the other end 
of a long I/O channel, and provision is not available in 
the prior art I/O supervisors to communicate the nec- 
essary parameters between the two ends of the sub- 
channel. Some form of system security is also desir- 
able to ensure that the two ends of the sub-channels 
have the proper permissions for interconnection. Fi- 
nally, the possibility of breaking large data blocks into 
segments for re-transmission in the face of channel 
path failures raises the possibility of segment and 
sub-segment sequencing problems not present in 
simple single sub-channel systems. 

Today's channel attached computer configura- 
tions present a radically different environment from 
the traditional channel environment. Previously, it 
was possible to assume geographic proximity which 
implied a degree of local control over important as- 
pects of the channel system design. Today's more vi- 
brant and diversified channel environment gives rise 
to a number of system design problems. 

For example, channel security, was easy to en- 
sure when distances were limited to units expressed 
in terms of meters and there was little opportunity for 
an invasion of the system by a hostile system. In con- 



trast, today's channel distances are measured in 
units of kilometers. Channel extender technology ex- 
pands that distance to world-wide connectivity. In ad- 
dition, earlier systems provided a degree of security 

5 by the use of pre-defined, static definitions. The flex- 
ibility of dynamic definitions also gives rise to in- 
creased exposure to invasion by a hostile system. 

Another problem with prior art channel systems is 
the implied local knowledge of the buffering capacity 

10 of a sub-channel partner. In such prior art systems, 
any given implementation specific to a sub-channel 
partner assumed values for the partner's capacity. If 
in error, these assumptions lead to significant system 
inefficiencies. Similarly, statically pre-defined direc- 
ts tions of transmission, either half duplex or simplex, is 
often unsuitable for particular data transfers. Dynam- 
ically defined and changeable directions of transmis- 
sion would better suit today's more flexible data 
transfer requirements. Finally, user applications are 

20 normally designed with a particular device or device 
type in mind and the higher user level protocols are 
adapted to this particular device or device type. This 
requires the implementation of an interface for each 
user application to adapt the user protocols to the 

25 channel subsystem. A single methodology could re- 
place these existing interfaces by providing a single 
set of system interfaces. 

Prior art channel interfaces provide for only bal- 
anced bandwidth allocation interfaces. Such bal- 

30 anced allocation interfaces require that the transmit, 
or write, bandwidth is equal to the receive, or read, 
bandwidth. While this approach is suitable and. 
indeed, desirable, in a prior art transactions or low 
performance batch environments due to the essen- 

35 tially balanced data flow, today's client/server envir- 
onments, by their very nature, dictate heavily unbal- 
anced bandwidth interfaces. 

Similarly, new Asynchronous Transfer Mode 
(ATM) services on Wide Area Networks (WANs) like- 

40 wise provide for unbalanced network interfaces. 

Summary of the Invention 

In accordance with the illustrative embodiment of 
45 the present invention, a multi-path channel (MPC) in- 
terface is provided which forms a transparent inter- 
face between the prior art I/O channel-using user ap- 
plications and the prior art channel path I/O supervi- 
sor processes for both byte multiplex and burst mode 
so transmission paths. More particularly, a new I/O in- 
terface is provided which allows the user application 
to define multi-path channel groups (MPCs) for its 
use which may comprise unbalanced transmission 
capabilities between the computer host and the re- 
55 mote facility. In addition, user data is blocked to take 
advantage of the available transmission sub-chan- 
nels and re-transmitted over the same or different 
sub-channels when data errors are detected. Re-se- 
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quencing mechanisms are provided to assure proper 
re-assembly of the data stream in the face of diver- 
gent delays in initial transmission and error correcting 
re-transmissions of data packets. 

Such re-transmissions are particularly trouble- 5 
some when it is necessary to re-segment data blocks 
to accommodate smaller capacity sub-channels 
available for such re-transmission. In accordance 
with the present invention, such sequence integrity is 
maintained by sub-indexing of data blocks re-seg- 10 
mented for error correcting re-transmission. In further 
accord with the present invention, the normal ex- 
change identification messages between the ends of 
I/O sub-channels are adapted for users to dynamical- 
ly convey information to the other end of an I/O sub- 15 
channel about the facilities available to handle the I/O 
signals, such as buffer size or data link limitations. 

More particularly, in accordance with present in- 
vention, duplex exchanges of information between 
the two ends of the channel paths are minimized by 20 
utilizing duplex exchanges of only sub-channel veri- 
fication and activation exchange of identification 
(XID) signals. Once path activation and verification 
are established, data transfer is carried out in simplex 
until terminated. XID signals can be utilized for a plur- 25 
ality of different user systems (SNA and APPN, for ex- 
ample), and, in order to support unbalanced transmis- 
sions, provide fields for multi-path channel group 
identifications and fields for the direction of transmis- 
sion of each sub-channel. Optional XID fields are 30 
available to transmit information about the parame- 
ters of the local system which parameters are not 
known by the remote end of the sub-channel. In ad- 
dition, the XID exchange between the two ends of the 
transmission path is extended from a single ex- 35 
change to two or more exchanges, allowing the two 
ends of the transmission paths to negotiate the val- 
ues of terminal dependent transmission parameters 
such as buffer sizes or link sizes. In order to optimize 
the use of the channel paths, data is launched onto 40 
data sub-channels from a common queue whenever 
capacity is available on a channel path, regardless of 
the original sub-channel assignments. This "pulling" 
of data ensures the optimum use of the high capacity 
burst mode ESCON channel paths, and reduces the 45 
latency involved in the process dispatch function. 

Brief Description of the Drawings 

A complete understanding of the present inven- so 
tion may be gained by considering the following de- 
tailed description in conjunction with the accompany- 
ing drawings, in which: 

FIG. 1 shows a general block diagram of a com- 
puter input-output system in which the multi-path 55 
channel interface of the present invention will 
find use; 

FIG. 2 shows a graphical representation of the 
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structure of transmission blocks used for com- 
munication of input and output data and control 
signals in the system of FIG. 1 in accordance with 
the present invention; 

FIG. 3 shows a more detailed block diagram of 
the multi-path channel interface shown in FIG. 1 , 
showing the architecture of the interface; 
FIG. 4 shows a typical example of multi-path 
channel configurations which are created and 
which can be exploited by the mufti-path channel 
interface of the present invention; 
FIG. 5 shows the format of a typical exchange 
identification (XID) control signal which might be 
used in the multi-path channel interface system 
of the present invention for communication with a 
controller such as VTAM in an SNA packet net- 
work; 

' FIG. 6 shows an optional extension of the XID 
control signal format shown in FIG. 5 for indicat- 
ing the maximum available read buffer size at the 
receiving end of an input-output transfer, 
FIG. 7 shows a detailed flow chart of the process 
of sub-channel activation used by the multi-path 
channel interface of FIG. 3 in accordance with the 
present invention; 

FIG. 8 shows a more detailed flow chart of the ex- 
change of exchange identification (XID) signals 
used in he activation process of FIG. 9; and 
FIG. 9 shows a detailed flow chart of the segment 
sub-indexing process of the multi-path channel 
interface of FIG. 3, in accordance with the pres- 
ent invention, used when re-transmission of data 
segments must take place over sub-channels 
having a lower capacity than the capacity of the 
channel over which the original transmission of 
the segment took place. 

To facilitate reader understanding, identical refer- 
ence numerals are used to designate elements com- 
mon to the figures. 

Detailed Description 

Referring more particularly to FIG. 1, there is 
shown a general block-diagram of a computer input- 
output system for a host channel attached computer 
21 and comprising a user application 1 0 executing on 
computer 21 and requiring input- output (I/O) capabil- 
ities. Computer 21 also includes a multi-path channel 
interface 12 which controls the input and output of 
data between computer 21 and a remote device or 
system 17 over one or more channel paths 22, 23 or 
24. Channel paths 22-24 utilize adapters 14, 15, 16, 
18,19 and 20 to convert data signals for transmission 
on media 22-24. Multi-path channel interface 12 con- 
trols the connection of user data signals from user ap- 
plication 10 to. media 22-24 by packaging the data in 
protocol data units (PDUs) suitable for the channel 
paths 22- 24. Devices or system 17 may comprise 
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simple I/O devices such as printers, storage systems 
or terminals, or may comprise another host computer 
with which user application 10 wishes to communi- 
cate. System 1 7 may also comprise a gateway to a lo- 
cal area or wide area data distribution network having 5 
remotely located computers or I/O devices attached 
thereto. 

More particularly, channel paths 22, 23, .... 24 
may comprise standard byte multiplex multi-conduc- 
tor cables, burst mode optical fibers or any other form 10 
of transmission media over which data blocks can be 
transmitted. The number of such channel paths can 
vary all of the way from a single half orf ull duplex path 
to as many as are required or desired to carry the data 
to be transmitted from computer 21. For simplicity, 15 
each of channel paths 22-24 is assumed to be used 
in the half duplex mode, transmitting in only one di- 
rection at a time. While the direction of transmission 
can be reversed, the possibly high delay latency dic- 
tates that such reversals be minimized. The modif ica- 20 
tions necessary to take advantage of full duplex op- 
eration of paths 22-24 are believed to be obvious and 
will not be further described here. 

In accordance with the present invention, a multi- 
path channel interface 12 is connected between user 25 
application 10 and channel paths 22-24 to provide a 
transparent interconnection between the prior art 
user application 1 0 and the prior art channel paths 22- 
24 which affords the same level of function in modern 
data transfer environments that was available in the 30 
prior art simpler and more localized systems. More 
particularly, a new set of exchange identification 
(XID) messages have been defined (to be discussed 
in connection with FIGS. 5 through 8) which provide 
the user with a set of functions which meet basic sys- 35 
tern interface requirements and. in addition, provide 
a set of optional user-defined data areas which can 
be used to implement application-specific require- 
ments, some of which will be described below, but 
which include the negotiation of system parameters 40 
and the provision of user-supplied system verification 
(security) fields (e.g., encrypted passwords). The ex- 
change of system parameters such as buffering size 
and control, data flow direction and higher level user 
protocol support permits efficient and rapid input-out- 45 
put data exchanges. Before proceeding to a detailed 
description of the multi-path channel interface 12 of 
FIG. 1, the format of data and control signals trans- 
mitted on transmission paths 22-24 in accordance 
with the prior art will be described. In FIG. 2 there is so 
shown a graphical representation of a typical trans- 
mission block on transmission paths 22-24 compris- 
ing a transmission block header 25 followed by one or 
more protocol data units (PDUs) 27, 29, each having 
its own header 26 and 28, respectively. Thus PDU1 55 
27 has a PDU header 26 and PDU2 29 has a PDU 
header 28. Some of the details of headers 25, 26 and 
27 are also shown in FIG. 2 in the block below header 
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25 and connected by dashed lines to header 25. Thus, 
transmission block header 25 is shown as including 
a segment number field 30 used to contain a number 
representing the sequence of this block in a plurality 
of blocks of data transmitted from the same user ap- 
plication 10 to the same destination. Also included in 
transmission block header 25 is a plurality of control 
fields 31 containing information necessary for various 
control actions at the remote end, particularly when 
the transmission block is intended for transmission on 
a packet network system at the remote end. Also in- 
cluded in control fields 31 is a flag marking the last 
segment of a segmented user data block. Field 32 
contains a sequence number for this block when the 
original segment (such as the entire transmission 
block of FIG. 2) is re-blocked into smaller blocks when 
required for re-transmission after a failure to receive 
the original block. This sequence number is used, as 
will be described later, to recapture the proper se- 
quence of re-blocked segments after reception at the 
remote end of the channel path. 

Each of PDUs 27, 29 has a PDU header com- 
prising a PDU length field 33 and a PDU flag field 34. 
Note that PDUs can contain either user data or MPC 
control information. One of the flags in field 34 indi- 
cates whether the following information is user data 
or MPC control signals. One type of such MPC con- 
trol signal are the Exchange Identification (XID) sig- 
nals to be discussed in connection with FIGS. 5 
through 8. Flags are also available in field 34 to indi- 
cate the type of data unit, if appropriate, and to iden- 
tify the last PDU in a transmission block. Protocol 
identification field 35 is used to identify the protocol 
used by the user application which was the source of 
this data PDU. This protocol identification allows the 
remote system to process the user data with the ap- 
propriate protocol processing and makes the sub- 
channel control process independent of the protocol 
of the user application 10 of FIG. 1. PDU header 26 
also includes a sequence number field 36 to establish 
the initial sequence of a plurality of PDUs blocked to- 
gether in the transmission block should such se- 
quence numbers become necessary for re-assembly 
of a disassembled transmission block. As will be de- 
scribed in connection with FIGS. 8-12, control PDUs 
may include optional fields which can be used by the 
user application to negotiate the values of variables 
to be used in blocking and queuing of user data. 

In FIG. 3 there is shown a more detailed block di- 
agram of the multi-path channel interface 12 of FIG. 
1 which includes three major components. MPC data 
manager 45 interfaces with the user application 1 0 of 
FIG. 1 and includes an outbound data formatting 
process 46 which converts the data and control 
stream from the user application 10 into blocks suit- 
able for transmission on the available channel paths 
22-24. Data manager 45 also includes inbound data 
queues which accept <tata from the remote end of the 
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transmission paths 22-24 and store them for delivery 
to user application 10. A multi-path channel interface 
transmission control subsystem 48 interfaces the 
control and data signals from data manager 46 with 
a plurality of logical input and output sub-channels 49 
through 54 over which input and output ransmissions 
can take place. Note that the outputs of processes 48 
are logical sub-channels which are unidirectional and 
suitable for the transmission of fixed sized transmis- 
sion blocks varying from zero to 64 kilobytes in 
length. The prior art communications supervisor 13 
(FIG. 1 ) converts these logical sub-ch'annels into mul- 
tiplexed physical transmission capacity on the phys- 
ical channel paths 22-24, all in accordance with well 
known prior art procedures. It should be noted, how- 
ever, that the logical sub-channels 49-54 shown in 
FIG. 3 need not be balanced and that more or fewer 
input channels can be combined with an unequal 
number of output channels. 

Controlling data manager 45 and transmission 
control processes 48 are a set of MPC control proc- 
esses 40. Included in processes 40 are a device or 
system allocate and de-allocate process 41 which 
utilizes control signals from user application 10 to al- 
locate balanced or unbalanced multi-path channels to 
a user application. As noted above, these multi-path 
channel allocations merely verify that the requested 
transmission capabilities are available in the channel 
paths 22-24 (FIG. 1). Path activate and deactivate 
process 42 in FIG. 3 actually controls the exchange 
of signals which logically connect the allocated trans- 
mission groups to the user applications. Process 43 
detects errors in received transmission data blocks, 
typically by detecting missing segments by noting 
missing segment numbers. Error control process 43 
also responds to error messages from the remote de- 
vice or system indicating missing or corrupted data 
segments at the remote device or system. Data re- 
transmission process 44 responds to the error control 
process 43 to re-transmit missing or corrupted data 
blocks, as will be described in more detail in connec- 
tion with FIG. 11. 

While the processes of FIG. 3 could be imple- 
mented with special purpose circuit elements in a 
manner obvious to persons of ordinary skill in the art, 
these processes are preferable implemented by pro- 
grammed processes on the general purpose host 
computer 21. These processes will be described in 
detail in connection with the flow charts of FIGS. 9 
through 11. It is believed that the actual programming 
of these processes are well within the abilities of any 
person of ordinary skill in the communications pro- 
gramming art from these flow charts and the follow- 
ing descriptions. 

In FIG. 4 there is shown a graphical representa- 
tion of a typical balanced and a typical unbalanced 
multi-path channel allocated by the multi-path chan- 
nel interface of FIG. 3 in response to requests (allo- 



cate a multi-path channel) of the user application 10 
of FIG. 1. User applications communicate with MPC 
12 by means of messages implementing such func- 
tions as allocating or assigning sub-channels to a par- 
5 ticular user application. Such allocations are merely 
logical reservations which are not activated until a 
different CCW (activate channel) signal is provided. 
The allocate channel message allows the user to 
specify transmission groups with any combination of 

10 sub-channels of any size and arbitrary direction of 
transmission. It is therefore possible for a user appli- 
cation to specify unbalanced multi-path channel 
groups in which the sizes of the read sub-channels 
are different from the sizes of the write sub-channels 

15 to accommodate unbalanced applications such as 
multimedia distribution. One such unbalanced trans- 
mission group is shown in FIG. 4. 

For comparison purposes, a prior art balanced 
channel group TG1 group 62 is shown in FIG. 4, com- 

20 prising a write sub-channel 63 and a read sub-chan- 
nel 64, both served through a channel path 70. Chan- 
nel path 70 may, of course, comprise an OEMI multi- 
plexed byte mode multi-conductor cable transmission 
medium, an ESCON burst mode optical fiber cable, or 

25 any other transmission medium. It is assumed in FIG. 
4 that local user application 60 is communicating with 
a remote user application 81 at the other end of trans- 
mission paths 70 and 71 . It is also assumed that a re- 
mote multi-path channel interface 72 serves the re- 

30 mote user 81 in the same fashion that local MPC 61 
serves local user 60. FIG. 4 is therefore entirely sym- 
metrical. 

Thus, write sub-channels 63. 66. 67 and 68 in lo- 
cal MPC 61 are read channels 73,75.76 and 77, re- 

35 spectively, in remote MPC 72 and read sub-channels 
64 and 69 in local MPC 61 are write channels 74 and 
78, respectively, in remote MPC 72. That is, each log- 
ical sub-channel is unidirectional. 

Moreover, multi-path channel groups 62 and 65 in 

40 local MPC 61 correspond precisely to multi-path 
channel groups 79 and 80, respectively, in remote 
MPC 72. The allocation and activation of the sub- 
channels of FIG. 4 is initiated at both the local user ap- 
plication 60 and the remote user application 81 and, 

45 indeed, can be initiated simultaneously at both user 
applications 60 and 81. A technique for resolving the 
ambiguities that might arise when the two ends of the 
transmission group attempt to simultaneously allo- 
cate or activate the transmission group therebetween 

so is described in connection with FIG. 10. A technique 
for maintaining proper sequencing of data blocks in 
the face of multiple re-blocking of data to accommo- 
date channel path failures is described in connection 
with FIG. 11. 

55 A user application such as user application 60 in 

FIG. 4 communicates with the multi-path channel in- 
terface such as interface 61 in FIG. by means of mes- 
sages directing the MPC to allocate, activate, and de- 
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activate multi-path channel groups, and to start send- 
ing data and complete sending data. In response to 
these signals. MPC 61 (or MPC 72) creates the logical 
mulit-path channel groups, activates these groups for 
actual transmission of data and notifies the user to 
begin sending data or to begin receiving data. 

When the multi-path channel group is no longer 
needed, the group is deactivated and when the multi- 
path channel group is no longer valid, the group is de- 
allocated. Communication between the MPCs 61 and 
72 is by way of exchange identification (XID) signals 
which convey the necessary information to the re- 
mote partner for enabling and disabling transmission 
paths. More particularly, one or more XID control sig- 
nal blocks is launched on each sub-channel of a multi- 
path channel group to effectuate the activation of that 
sub-channel. Only after all of the sub-channels of a 
group are successfully activated at both ends is the 
user signaled to begin the transmission of data. In ac- 
cordance with the present invention, these sub-chan- 
nel activate signals include means for activating un- 
balanced transmission groups and for notifying the 
remote partner of currently available buffer and data 
link sizes, thereby permitting dynamic changes in the 
transmission group assignments to take advantage 
of, or to conform to, the currently available facilities. 
In FIGS. 5 and 6 there are shown a typical XID mes- 
sage used by the MPCs 61 and 72 of FIG. 4 to accom- 
plish these results. Other XID formats for other pur- 
poses will be apparent to persons of ordinary skill in 
the art from the following discussion. Indeed, one of 
the major advantages of the present invention is the 
ability of the users to adapt the XID formats to accom- 
plish specific purposes of the users and yet conform 
to the overall requirements of the MPC interface 12 
of FIG. 1. 

Thus, in FIG. 5 there is shown a graphical repre- 
sentation of the format of an XID message for activat- 
ing a particular sub-channel of a multi-path channel 
group such as those shown in FIG. 4. The XID mes- 
sage of FIG. 5 comprises a header field 90 identifying 
the type of local station, the address of the destina- 
tion and the length of the XID message. Field 91 car- 
ries an identification of the multi-path channel group 
to be activated while field 92 contains the status of 
the multi-path channel group (active or inactive). 
Field 93 contains an identification of a particular user 
protocol, for example, the SNA protocol. Field 93 
could, of course, contain the identify of a different 
user protocol (e.g., DECNet or TCP/IP) in which case 
different information might be included and different 
processing of the XID messages called for. The pro- 
tocol identification field 93 allows the same XID sig- 
nal structure to be used with different protocols and 
thus makes the multi-path channel interface of the 
present invention totally independent of the user pro- 
tocol. 

Field 94 of the'XID message of FIG. 5 contains 
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the XID status (OK or NG) to be used as will be dis- 
cussed in connection with FIG. 1 0 assist in correlating 
the operations at the two ends of the transmission 
group. The source address field 95 identifies the sen- 
5 der to the remote receiving MPC interface while the 
XID option field 96 identifies this message as an mul- 
ti-path channel group channel activate signal. Field 
97 identifies this channel as a read or write channel 
from the senders viewpoint and provides the basis for 

10 creating unbalanced transmission groups. That is, 
since an XID signal similar to that of FIG. 5 is trans- 
mitted on each sub-channel of the transmission 
group, the sending MPC has the capability of speci- 
fying unbalanced groups simply by specifying unbal- 

15 anced read and write options in field 97. 

The XID activate message of FIG. 5 can be op- 
tionally extended by the extension fields shown in 
FIG. 6 whenever the particular application requires 
such an extension. In the case illustrated in FIG. 6. it 

20 is assumed that the sender station does not neces- 
sarily know the size of the receiver buffers. It is there- 
fore necessary for the two stations to specify the 
maximum buffer size available for reception of data 
blocks in field 98 of FIG. 6. Similarly, field 97 is used 

25 to notify the remote station that facilities are available 
locally to handle contiguous Protocol Data Units 
(PDUs). The buffer size and contiguous handling abil- 
ity are important parameters in determining the size 
and frequency of the data transmissions on the chan- 

30 nel group and are used by the multi-path channel in- 
terface of FIG. 3. and particularly transmission con- 
trol processes 48 of FIG. 3. to appropriately block and 
transmit the user data. 

It can be seen that the XID message of FIGS. 5 

35 and 6 permit unbalanced transmission groups and dy- 
namic negotiation of certain communication parame- 
ters at the time a transmission group is activated, all 
in accordance with the present invention. In addition, 
the possibility of formatting different XID messages 

40 for different user protocols makes the entire opera- 
tion of the multi-path channel interface of the present 
invention independent of the protocol of the user ap- 
plication. This protocol independence permits a very 
wide variety of users to take advantage of the same 

45 MPC interface. Before proceeding to a detailed flow 
chart of the XID exchange in accordance with the 
present invention, the overall process will be descri- 
bed. 

The process of allocating and activating a multi- 
so path channel group is initiated in response to a re- 
quest from the user application 10 of FIG. 1. This 
process, carried out in the local MPC interface, initial- 
ly attempts to allocate the local communications fa- 
cilities into a logical transmission group satisfying the 
55 request. Each of the local sub-channels is validated 
for availability. The physical transmission paths are 
then established to permit the transmission of a first 
phase exchange identification (XID-1) message be- 
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tween the local and remote MPC interfaces. The XID- 

1 message has the format described in connection 
with FIGS. 5-6, carrying mandatory and optional in- 
formation about the transmission paths requested. 
This XID-1 message is replicated and transmitted 5 
over each of the sub-channels of the requested multi- 
path channel group. Meanwhile, at the remote end of 

the transmission medium, a similar user application 
will be requesting a similar multi-path hannel group 
from the remote MPC interface, but conforming to the . w 
specific requirements of the remote user application. 
Since these requirements may be different from the 
requirements of the local user application, some 
mechanism for negotiating the parameter to be used 
is required. A second phase of XID exchanges (XID- 15 
2) will be used to resolve these differences. Note, 
however, that the prior art protocols need not know 
about the multiple XID exchanges and will simply be 
notified to initiate data transmission when the multi- 
ple exchanges are successfully completed. 20 

At the remote MPC interface, the XID-1 messag- 
es received on each of the sub-channels of the trans- 
mission group are compared to each other to deter- 
mine if they are identical. The remote MPC interface 
also verifies that XID-1 messages have been re- 25 
ceived over each of the sub-channels of the transmis- 
sion group. The remote MPC interface also validates 
the size and direction of the requested sub-channels 
to determine if these facilities are available at the re- 
mote MPC interface. The local station, meanwhile is 30 
doing the same thing with the XID-1 messages re- 
ceived from the remote MPC. Both the local and the 
remote MPC interfaces also verify system integrity 
and system security fields in the received XID-1 mes- 
sages. Finally/differences in requests for data han- 35 
dling parameters are resolved by whatever rules pre- 
scribed by the user application. Typically, however, 
buffer and data link sizes are always resolved down- 
ward to the lowest requested value. Once the fields 
of the received XID-1 messages are validated and ad- 40 
justed, both the local and the remote MPC interfaces 
construct a tentative XID-2 message to confirm the 
values of the variable optional parameters. A random 
number generated locally for each XID-1 message 
and included in the XID-1 message is used to deter- 45 
mine which MPC interface will actually initiate the 
second phase (XID-2) message exchange. The other 
MPC interface is saves the constructed XID-2 mes- 
sage until a comparison can be made when the XID- 

2 message is received from the other MPC interface. so 

If the XID-2 message is received and successful- 
ly validated at the receiving MPC interface, the two 
XID-2 messages are compared to determine if they 
are the same. If so, the saved XID-2 message is 
transmitted to the remote MPC interface for the vali- 55 
dation and comparison at the remote MPC interface. 

Finally, if all validations and comparisons are 
successful, the two user applications are notified of 



the successful conclusion of the exchange identifica- 
tion process and data transmission can commence. 
If validation fails at any point in the process, the re- 
quested transmission group is taken down and the re- 
mote MPC interface notified to do the same. If a com- 
parison of the XID-2 messages fails, the locally gen- 
erated XID-2 message is used for confirmation. 

This process will be described in more detail in 
connection with FIGS. 9 and 10. 

In FIG. 7 there is shown a flow chart of the acti- 
vation of a multi-path channel group by the use of XID 
messages similar to that shown in FIGS. 5 and 6. The 
process of FIG. 7 must, of course, be concurrently 
carried out for each sub-channel of the requested 
multi-path channel group. Starting in start box 110, 
box 1 11 is entered where the paths are allocated in ac- 
cordance with the request from the user application. 
Such requests may be for balanced or unbalanced 
multi-path channel groups corresponding, respec- 
tively to multi-path channel group MPC1 62 and 
MPC2 65 of FIG. 4. Indeed, more than one multi-path 
channel group can be requested for allocation, and 
only actiated as required. Such allocations merely se- 
lect and ensure the availability of sub-channels of the 
size and directions requested, but do not actually set 
up the multi-path channels. Thus, in box 112 the val- 
idity of the requested paths are checked. Finally, in 
box 113, the system integrity is verified. As noted 
above, the protocol identification fields, such as field 
93 in FIG. 5, can include security information such as 
system identifications which are checked to deter- 
mine whether or not communication is permitted with 
the remote end, i.e., to ensure that the requested mul- 
ti-path channel group to the particular remote device 
or system is permissible under predetermined access 
rules. In box 114 the requested transport paths are 
actually activated, i.e., enabled for transmission. 

It is, of course, also possible to allocate multi- 
path channel groups statically by system declara- 
tions, as was done in the prior art, and merely activate 
these pre-established channel groups upon user re- 
quest, as was also common in the prior art. 

Once the sub-channels of a transmission group 
are physically enabled, one or more exchange iden- 
tification (XID) messages are exchanged between 
the two ends of each sub-channel to prepare for the 
transmission of user data. As discussed in connection 
with FIGS. 5 and 6, part of this exchange may be to 
determine the user protocols and to negotiate desired 
transmission parameters such as buffer sizes or link 
sizes. A more detailed description of this exchange 
will be taken up in connection with the flow chart of 
FIG. 10. It is important to note, however, that this ex- 
change takes place simultaneously over each sub- 
channel of the requested multi-path channel group to 
ensure the availability and the identity of both ends 
of the transmission sub-channel as well as of the nec- 
essary transmission parameters requested. Decision 
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box 116 is then entered to determine if the XID ex- 
change has completed successfully. If not, box 1 1 7 is 
entered to notify the user application that the request- 
ed channel group will not be activated for data trans- 
mission. Box 118 is then entered to de-allocate the 5 
transport paths established in box 114 for the XID ex- 
change and the process terminates in terminal box 
119 Note that this de-allocation requires a de-alloca- 
tion message to the remote end of the transmission 
facility to ensure de-allocation at the other end. It is 10 
also important to note that the activation process rep- 
resented by the flow chart of FIG. 9 can be initiated 
at either end of the transmission group and, indeed, 
can be initiated simultaneously at both ends of the 
transmission group. 15 

If the XID exchange terminates successfully, as 
determined by decision box 116, box 120 is entered 
where the transport control processes 48 of the MPC 
interface of FIG. 3 are initialized to reflect the request- 
ed blocking sizes and blocking protocols requested or 20 
negotiated with the remote end of the transmission 
group. Box 121 is then entered to initialize the MPC 
data manager 45 (FIG. 3) to reflect the data queue 47 
size requested or negotiated as well as the data for- 
matting '46 requested. Box 122 is entered to assign 25 
the requested direction of transmission on the partic- 
ular transmission sub-channel and box 123 is entered 
to select the transmission block size of this sub-chan- - 
nel. 

Note that boxes 122 and 123 imply the ability to 30 
dynamically assign both the direction of transmission 
as well as the sub-channel capacity at the time of ac- 
tivation. This is in stark contrast to the prior art where 
both direction of transmission and sub-channel size 
were statically predetermined and were merely acti- 35 
vated at the time of the user request. It is important 
to note that this initialization of the MPC interface 
processes is simultaneously taking place at the re- 
mote MPC interface in response to the successful 
completion of the XID exchange. 40 

When all of the sub-channel variables have been 
selected and implemented, box 124 is entered where 
the user application is notified of the availability of re- 
quested multi-path channel group. Box 125 can then 
be entered where the user application actually trans- 45 
fers data to the remote location over the allocated and 
activated channel group. The process of FIG. 9 then 
terminates in terminal block 119. Although not explic- 
itly disclosed herein, a very similar process to that 
shown in FIG. 7 is used to de-activate and/or de-allo- so 
cate the multi-path channel group once the data 
transmissions are complete or a transmission failure 
occurs. 

Referring more particularly to FIG. 8, there is 
shown a more detailed flow chart of the XID message 55 
exchange process which takes place in the box 115 
of FIG. 7. In FIG. 1 0, starting in start box 1 30, box 131 
is entered where the user request for a multi-path 
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channel group is received. Note that this request can 
be received at the multi-path channel interfaces (FIG 
3) at both ends of the channel group simultaneously. 
Since this simultaneous issuance is the most difficult 
case, it is assumed in the flow chart of FIG. 10 that 
the MPCs at both ends of the transmission group re- 
quest the activation of the multi-path channel group 
at the same time. In box 1 32, the XID-1 message for- 
mat is built. 

For convenience, it is assumed that the XID mes- 
sage format is that shown in FIGS. 5 and 6. Other XID 
message formats could be used instead for another 
user application in a manner that is obvious to per- 
sons of ordinary skill in the art. 

More particularly, in box 132 the transmit size of 
field 98 is set up as well as the direction of data flow 
in field 97. Appropriate system integrity information is 
supplied, when desired, to fields 90 and 91 of FIG. 5 
and fields 31 and 35 of the headers of FIG. 2. In order 
to resolve the ambiguity which might arise from the si- 
multaneous issuance of an XID-1 message at the 
MPCs at the two ends of the multi-path channel 
group, an ambiguity resolving signal is introduced 
into the sequence number field 30 of the header of 
FIG. 2. 

This ambiguity resolving signal is a randomly 
generated number in the illustrative embodiment. 
This random number will be used at the remote MPC 
interface to select which of the XID-1 messages will 
take control of the second phase of the activation 
process. Another method of resolving such an ambi- 
guity include the use of a pre-defined table of rank- 
ings of terminal pairs, available at the two ends of 
each multi-path channel group. 

Following the building of the XID-1 message in 
box 132. box 133 is entered where the XID message 
is transmitted on each sub-channel within the allocat- 
ed multi-path channel group to the remote MPC inter- 
face. In box 1 34 this XID-1 message is received at the 
remote MPC interface and, in box 136, the parame- 
ters in the XID-1 message are validated. That is, the 
system integrity signals are used to ensure system in- 
tegrity; the direction of transmission for this sub- 
channel and the size of the sub-channel are used to 
ensure availability of the sub-channel and the buffer 
parameter i used to determine if such facilities are 
available. Box 136 is then entered where the format 
of a second phase XID-2 message is built for trans- 
mission back to the local MPC interface. The format 
and field contents of the XID-2 message are identical 
to the XID-1 message, except for the variable buffer 
size parameter which may be modified to reflect the 
actual availability of these facilities. 

Decision box 137 is then entered where it is de- 
termined if the data in the received XID-1 message 
from the remote MPC interface is valid. If the valida- 
tions of box 1 35 are all successful, box 1 39 is entered 
where the phase 2 XID-2 message is marked as "OK" 
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in field 94 (FIG. 5). If the validations fail in any respect 
in box 135,. the second phase XID-2 message is 
marked as "no good" (NG) in field 94. Whether the re- 
ceived XID-1 message is valid or invalid, decision box 
140 is entered where the random number in the re- 
ceived XID-1 header segment number field 30 (FIG. 
2) is compared to the random number generated for 
the locally issued XID-1 message. If the received ran- 
dom number is higher in value than the locally gener- 
ated random number, box 141 is entered and the re- 
mote MPC interface waits for a second phase XID-2 
message to be received from the remote MPC inter- 
face. When this response is received, decision box 
142 is entered where the received phase 2 XID-2 
message is validated in the same fashion as the orig- 
inal XID-1 message was validated in box 135. 

If the received XID-2 message is identical to the 
locally generated XID-2 message, the locally gener- 
ated XID-2 signal is marked as "OK" in box 143 and 
transmitted to the remote MPC interface in box 144 
to complete the confirmation process. If the random 
number is lower in the locally generated XID-1 mes- 
sage, or if the validation of a received XID-2 message 
fails in decision box 142, box 148 is entered where the 
XID-2 message is marked as no good ("NG") and box 
144 again entered to transmit the XID-2 message to 
the remote MPC interface. Decision box 145 is then 
entered to determine if both the local and the remotely 1 
generated XID-2 messages are okay. If so, box 146 
is entered to notify the user to start transmitting user 
data. If not, box 143 is entered to activate a failure pro- 
cedure as described in connection with FIG. 7. In both 
events, terminal box 147 is then entered to terminate 
the XID exchange process of FIG. 8 and return to the 
process of FIG. 7. 

Although only two exchanges of XID messages 
are described in connection with FIG. 8, it is clear that 
only one exchange is necessary if no parameters 
need be negotiated for this transmission group. Sim- 
ilarly, if two or more interdependent parameters need 
to be negotiated before data transfer can begin, it is 
possible to utilize three or more XID exchanges to im- 
plement these negotiations. Such further extensions 
of the XID exchange process are obvious to persons 
of ordinary skill in the art and will not be further de- 
scribed here. 

Referring more particularly to FIG. 9, there is 
shown a flow chart of the data segment sub-indexing 
in accordance with the present invention. 

Starting at start box 150, box 151 is entered 
where a local data block is queued in the local MPC 
interface such as interface 12 of FIG. 1 and shown in 
more detail in FIG. 3. It is assumed that the XID mes- 
sage exchange has already taken place successfully 
between a local MPC interface 61 (FIG. 4) and a re- 
mote MPC interface 72 for all of the sub channels 66- 
69 of the transmission group MPC2 65-80. For the 
purposes of the flow chart of FIG. 9, it is assumed that 



the write sub-channels C and D (66-75 and 67-76 in 
FIG. 3) have a capacity of 4 kilobytes and will there- 
fore take only data segments of up to four kilobytes 
long. Write sub-channel E (68-77 in FIG. 3), on the 
5 other hand, has a capacity of 16 kilobytes and will 
therefore take data segments of up to sixteen kilo- 
bytes long. It is assumed that the boxes in FIG. 9 to 
the left of the dashed vertical line are implemented at 
the local MPC interface 61 (FIG. 4) while the boxes 

10 to the right of the dashed vertical line are implement- 
ed at the remote MPC interface 72. These functions 
are, of course, implemented in a symmetrical fashion 
for transmissions in the opposite direction. 

Returning to FIG. 9, box 152 formats a sixteen 

15 kilobyte segment of data for transmission on path E 
while boxes 153 and 154 each format a four kilobyte 
segment of data for transmission on paths D and C, 
respectively. It is assumed in FIG. 1 1 that the four kilo- 
byte segments transmitted on paths C and D are re- 

20 ceived successfully at the remote MPC in boxes 155 
and 156, respectively. The sixteen kilobyte segment 
transmitted on path E, however, is somehow lost 
(e.g.. by the failure of channel path 70 of FIG. 4), as 
detected by box 157 at the remote MPC interface. If 

25 the segment transmitted on path E is lost, as detected 
in box 157, box 158 is entered to de-allocate path E 
at the remote MPC interface. Since some failure has 
occurred in path E, it is important to remove this path 
from service, not only for this multi-path channel 

30 group, but for all previously defined channel groups. 

The channel represented in FIG. 4 as Channel B 
(74-64 in FIG. 4) will present an error status indicating 
a path failure and identifying path E. all in accordance 
with the failure detection system of the prior art. At the 

35 local MPC interface, in box 173. path E is de-allocat- 
ed at the local MPC interface in response to this fail- 
ure message. Also in response to the failure mes- 
sage, re-transmit box 161 is entered where the lost 
data segment is re-transmitted to the remote MPC in- 

40 terface. However, since the sixteen kilobyte sub- 
channel E is no longer available in transmission group 
MPC2, the sixteen kilobyte data segment must be 
broken up into four 4 kilobyte data segments so that 
they can be transmitted over the available two 4 kilo- 

45 byte sub-channels identified as paths C and D. In ac- 
cordance with the present invention, four 4 kilobyte 
sub-segments are formed out of the original sixteen 
kilobyte segment in boxes 162, 163, 164 and 165. 
Each of these four kilobyte sub-segments has a seg- 

50 ment number added to field 32 of header 25 (FIG. 2) 
of the transmission block. 

It is to be noted that the three data segments 
formed in boxes 152, 153 and 154 include sequence 
numbers in field 30 of the header 25 of the data trans- 

55 mission block carrying these data segments. The pur- 
pose of these sequence numbers in field 30 is to allow 
the remote MPC interface to reassemble these data 
segments in the proper order in the event that they 
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are delivered to the remote MPC interface in some 
other order due to delay anomalies in the varying 
physical channel paths over which the sub-channels 
are derived. The segment numbers in the re-transmit- 
ted blocks of boxes 162-165 serve the same function 
for the re-segmented re-transmitted data segment. 
That is, if the four sub-segments generated in boxes 
162-165 arrive at the remote MPC interface in some 
order than the originally transmitted order, the seg- 
ment numbers allow the remote MPC interface to re- 
assemble the sub-segments in the proper order for 
delivery to the ultimate user. Note the original se- 
quence number must be retained in sequence num- 
ber field 30 (FIG. 2) to assure proper ordering of the 
original segments. 

The sequence numbers used to properly order 
the data segments in a segmented data transmission 
are sometimes called segment indices and the proc- 
ess call segment indexing. The second level indexing 
described above can therefore be called sub-indexing 
of re-transmitted, re-segmented data segments. 

Assuming that the re-transmitted re-segmented 
data sub-segments are all received successfully at 
the remote MPC interface, as indicated by boxes 166, 
167, T68 and 169, the sequence numbers can be 
used to reassemble the original three segments in 
box 170. At the same time, the segment numbers of 
the re-segmented, re-transmitted sub-segments of 
the sixteen kilobyte segment formed in box 152 and 
re-segmented in boxes 162-165 are used to properly 
re-assemble the sub-segments into a new sixteen 
kilobyte segment which, in turn, is assembled into the 
original data block in box 170. The re-assembled data 
block is then delivered to the remote user application 
in box 171 and process of FIG. 11 terminated in ter- 
minal box 172. 



and direction of transmission of each said sub- 
channel, the protocol of said user application, and 
a message extension field specifying the maxi- 
mum capacity of a local data handling facility; 
5 means responsive to the- contents of said fields 

for activating a sub-channel having the specified 
size and direction; and 

means responsive to the contents of said exten- 
sion field for segmenting data blocks from said 
10 user application into segments conforming to 

said maximum capacity. 

2. The input and output communications subsystem 
according to claim 1 further comprising means for 

15 transmitting one or more additional identification 

exchange messages between said two ends of 
said communications channel to negotiate 
agreed upon values of transmission parameters 
for said communications channel. 

20 

3. The input and output communications subsystem 
according to claim 1 or 2 further comprising 
means for de-allocating any one of said sub- 
channels when said one sub-channel fails. 

25 

4. The input and output communications subsystem 
according to claim 1, 2 or 3 further comprising 
means for comparing the contents of said mes- 
sage fields to determine the ability of said com- 

30 puter system and said utilization system to con- 

form to the contents of said extension field; and 
means for disabling said means for allocating and 
activating said sub-channels when either said 
computer system or said utilization system is un- 

35 able to conform to the contents of said extension 

field. 



Claims 

1. An input and output communications subsystem 
for general purpose digital computer system com- 
prising at least one user application operating tn 
said computer system according to a predeter- 
mined communications protocol to communicate 
blocks of data to a remote data utilization system 
over a communications channel capable of sup- 
porting groups of sub-channels of limited trans- 
mission capacity; 

means for dynamically allocating and activating 
each said group of sub-channels prior to the 
transmission of said blocks of data, said means 
for dynamically allocating and activating said 
groups of sub-channels comprising: 
means for transmitting identification exchange 
messages between the two ends of said commu- 
nications channel, said identification exchange 
messages including fields specifying the size 



5. The input and output communications subsystem 
according to claim 1, 2, 3 or 4 further comprising 

40 means in said message for selectively identifying 

said predetermined communications protocol. 

6. The input and output communications subsystem 
according to anyone of claims 1 to 5 further com- 

45 prising means in said message for testing the se- 

curity of said sub-channel. 

7. A method for input and output communications in 
a general purpose digital computer system com- 

50 prising executing at least one user application in 

said computer system according to a predeter- 
mined communications protocol to communicate 
blocks of data to a remote data utilization system 
over a communications channel capable of sup- 

55 porting groups of sub-channels of limited trans- 

mission capacity; 

dynamically allocating and activating each said 
group of sub-channels prior.to the transmission of 
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said blocks of data, side step of dynamically allo- 
cating and activating said groups of sub-chan- 
nels comprising the steps of: 
transmitting identification exchange messages 
between the two ends of said communications 5 
channel, said identification exchange messages 
including fields specifying the size and direction 
of transmission of each said sub-channel, the 
protocol of said user application, and a message 
extension field specifying the maximum capacity 10 
of a local data handling facility; 
in response to the contents of said fields, activat- 
ing a sub-channel having the specified size and 
direction; and 

in response to the contents of said extension is 
field, segmenting data blocks from said user ap- 
plication into segments conforming to said maxi- 
mum capacity. ^ 

8. The method according to claim 7 further compris- 20 
ing the step of transmitting one or more additional 
identification exchange messages between said 

two ends of said communications channel to ne- 
gotiate agreed upon values of transmission para- 
meters for said communications channel. 25 

9. The method according to claim 7 or 8 further 
comprising the step of de-allocating any one of 
said sub-channels when said one sub-channel 
fails. 30 

10. The method according to claim 7, 8 or 9 further 
comprising the steps of comparing the contents 
of said message fields to determine the ability of 

said computer system and said utilization system 35 
to conform to the contents of said extension field; 
and 

disabling said step of allocating and activating 
said sub-channels when either said computer 
system or said utilization system is unable to con- 40 
form to the contents of said extension field. 

11. The method according to anyone of claims 7 to 10 
further comprising the step of selectively identi- 
fying said predetermined communications proto- 45 
col in a portion of said message. 

1 2. The method according to anyone of claims 7 to 1 1 

. further comprising the step of utilizing one or 
more fields of said message for testing the secur- so 
ity of said sub-channel. 
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